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USE OF SOCIAL NETWORKS, BLOGS, WIKIS, CHAT 
ROOMS, MESSAGE BOARDS, ETC.
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Effective Date: November 4, 2016
Revision History, page 5

Introduction
This policy governs certain communications made by firm personnel via any 
electronic forums or media. 

The policy has three major sections: 

 Section A defines the scope of the policy.

 Sections B and C focus on interactions with social networks (e.g., LinkedIn, 
Twitter, Facebook, and WeChat), blogs, wikis, bulletin boards, et al. 
(collectively “External Sites”). The policy prohibits virtually all posting to 
External Sites from firm systems1 without specific approval and provides 
guidelines for certain types of business and firm-related postings to such sites 
from personal systems.  

A. Scope
1. This policy applies to posts referring to the firm, our business, our clients and our 

personnel to External Sites from both firm systems (i.e., any computers, tablets, 
smart phones, and similar devices, that can be identified as or traced back to the 
firm) and personal systems (e.g., home computers, tablets, smart phones, and 
similar devices). 

2. Nothing in this policy is meant to contravene employees’ rights to engage in 
protected concerted activity concerning terms and conditions of employment or 
working conditions at the firm (“Protected Activity”).  

B. External Sites: Social Networks and other Public Online Forums
There are many popular External Sites; some of these can be accessed by 
employees through firm systems and all are available using personal systems. The 
firm has established the following rules regarding posting to External Sites.

1. Posting from Firm Systems 
Personnel may not use firm systems to post to any External Site unless 
expressly approved, as set forth in Section C, Approval to Post to External Sites, 
below. 

1 The term “system” as used in this policy refers to any computer or other device with interactive Internet capabilities 
(e.g., computers, Blackberries, smart phones, tablets, et al.). 
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The firm blocks access to many External Sites, including most popular social 
networks, but the firm neither can, nor does it consider it appropriate to, block 
access to all sites with interactive capabilities. 

For instance, the firm does not block access to Amazon.com, TripAdvisor.com, or 
LinkedIn.com because making occasional purchases or reservations, or checking 
a profile is considered acceptable personal use. These sites also provide the 
capability for users to post material – such as reviews of products or services. 
This policy prohibits making such posts or uploading attachments to these 
sites from a firm system. 

The ability to access such sites should not be interpreted as permission to 
post or upload attachments to them.

2. Posting from Personal Systems
This section applies to all personnel, even when communicating from personal 
systems. The guidance provided here is based on the following principles: 

 The actions of all firm individuals, even in their private lives, can affect the 
reputation of the firm.

 Nothing in cyberspace should be considered private. Do not expect 
anonymity. Do not expect or rely on the security of online 
communications. You may be held responsible for communications in 
cyberspace, on the Internet or in social media, even if those 
communications go beyond the audience/recipients you intended.

 You are expected to use good judgment in your personal online 
interactions. Consider how a third party might read or use your posts.

The following provides specific guidance on how these principles should be 
applied, but are not meant to be exhaustive. As noted previously, these principles 
are not intended to and do not contravene your right to engage in Protected 
Activity. When communicating on social media or other interactive forums: 

1. Never conduct firm business through personal systems.2

a. In certain instances, a client, potential client, government or regulatory 
official, or other third party may contact you through an external, 
unapproved messaging system (e.g. WeChat, WhatsApp).  When this 
occurs, you must notify Compliance immediately and take appropriate 
steps to enable the firm to retain these communications.  (See the policy 
on Using Electronic Communications – Email, IM, Chat Rooms and Other 
Messaging Systems)

2. Do not disclose any information you learn of through the course of your 
work – whether confidential or not - about the firm’s business activities,3 
or its clients, counterparties, vendors, regulators, or competitors. Do not 
denigrate the firm’s clients, its competitors, or other businesses. 

2 This prohibition does not extend to firm applications placed on personal systems with the firm’s approval.
3 The firm’s “business activities” refers to specific activities, such as its transactions, client services, business plans, 

financial data and projects and processes in Federation areas (e.g., operations, technology, finance, services) that 
support those activities.

http://pls.web.gs.com/pls/document?PolicyName=E-mail_and_Other_Messaging_Systems
http://pls.web.gs.com/pls/document?PolicyName=E-mail_and_Other_Messaging_Systems
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3. Do not post false information about the firm, its clients, or competitors.  

4. Do not post intentionally false statements about the firm’s personnel. 

5. If you see a post to which you believe the firm should respond, bring it to 
the attention of Corporate Communications4. Corporate Communications 
is responsible for formulating the firm’s responses to material about the 
firm appearing in the press and other public media. (See the policy on 
Communicating with the Media and External Speaking Engagements.) 

6. Do not provide advice, commentary, or opinion on financial markets, 
securities, derivatives or other financial products, or the financial 
prospects of companies that issue those securities or products.

7. While you may reveal that you work for the firm, specifics of your work 
responsibilities or projects that are considered confidential under the 
firm’s policy on Confidentiality of Firm Information may not be posted.  
For example, you may include active board directorships5 that are a 
matter of public record (i.e., they must be available on companies’ public 
websites). 

8. To the extent possible, you should not post your firm e-mail address to an 
External Site except for such purposes such as registering or signing onto 
the site or making purchases from the site. Posting your firm e-mail 
address to External Sites, where the address might be seen by other 
visitors to the site exposes the firm’s e-mail system to spam, phishing, 
and other security risks. 

9. Any statements that you post are personal to you and do not represent 
the views of the firm.

10. In compliance with limitations set forth in the HRWW policy on 
“Employment Verification”6 you may not post professional 
recommendations/commentary about current or former Goldman 
Sachs colleagues to online sites. 

3. Unofficial “Goldman Sachs” Groups7 on Social Media Sites
With few exceptions, the firm does not sponsor or support Goldman Sachs 
groups or online communities.8 At the same time the firm recognizes that such 
groups have been established on various social media sites. The firm expects 
that such groups will adhere to the following best practices (which are not 
intended to contravene your right to engage in Protected Activity):

4 Corporate Communications can be contacted using the relevant distribution list for Americas, EMEA and Asia 
Pacific.

5    You may not include observer seats that are not publicly disclosed.  Further, it is your responsibility to ensure that 
the information on directorships is current and accurate.

6 The policy is found on the HRWW site, “Policies & Forms” tab, under “Career and Performance.” 
7 A Social Media “Group” is a community set up within a social media site and is designed for individuals with 

common interests to meet, exchange messages, etc. In many cases, such groups are “private,” meaning that an 
individual must be invited to join. Posts to private groups are available only to members. Others groups are 
“public” groups where membership is open to all. 

8 The firm does, for example, support a user community around 10,000 Small Businesses.

http://pls.web.gs.com/pls/document?PolicyName=22_communications_with_the_press
https://heplb06.hrbpo.hewitt.com/portal/hrww/base/foundation/CommonFrame.jsp?Client=goldmansachs&fType=policyFrame&file=../policies/POL_ConfOfFirmInfo.jsp
mailto:gs-eo-ext-speaking-engagements-americas@gs.com
mailto:gs-eo-ext-speaking-engagements-emea@gs.com
mailto:gs-eo-ext-speaking-engagements-apac@gs.com
mailto:gs-eo-ext-speaking-engagements-apac@gs.com
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The firm expects personnel to report to Compliance any instance in which:

 Confidential information9 about the firm’s business activities, its clients, or 
its personnel is disclosed.

 Firm personnel discuss firm business activities (see footnote 3.)

 Firm personnel conduct firm business. 

If you are establishing such a group, that group must comply with the following:

 The group should not display the firm’s logo or any other copyrighted or 
trademarked indicia of the firm.

 The group should be a “private” group within the social medium in which it 
is established.

 There should be a clearly visible statement that the group is not an official 
group of or supported by the firm.

4. Interacting with the Firm’s Online Posts
The firm uses social media and other online vehicles as part of its corporate 
branding, public relations, and recruiting efforts. 

 You may “like” firm posts, but you may not add substantive comments.

 You may not forward firm posts from personal systems except for 
recruiting purposes. 

 If you want to forward firm posts to clients or prospective clients, copy and 
send them through firm e-mail, following any required divisional approval 
processes.

C. Approval to Post to External Sites
Business areas that wish to have an official firm presence on External Sites must 
request approval from divisional Legal and Compliance, in addition to the Brand & 
Content Strategy team in the Executive Office and Executive Office Compliance.10 

The request must include:

 A clear statement of the business need

 Procedures for managing and supervising the posting activity, which take into 
consideration, among other things:

 Purpose of the posts

 Expected content 

 Regulatory limitations and requirements, e.g., retention requirements and 
supervision of client communications

9 As defined in the firm’s policy regarding the Safeguarding of Confidential Information, the Chinese Wall and Other 
Information Barriers. 

10 If you are not aware who the divisional Legal or Compliance representative is, reach out to Executive Office 
Compliance, who will direct you to the appropriate person(s).

http://pls.web.gs.com/pls/document?PolicyName=chinese_wall_information_barriers
http://pls.web.gs.com/pls/document?PolicyName=chinese_wall_information_barriers
mailto:gs-eocompliance@gs.com
mailto:gs-eocompliance@gs.com
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 Any pre and/or post review of content

 Permissioning process, including: 

o Description of who will be permitted to post

o Appropriate limitations to the numbers of people 

o Time limit to permissions; removal of permission, if appropriate, when 
an individual’s role or job responsibilities change; and periodic review 
of all permissions

o Seniority of those who are posting and of those granting permission to 
post

 Training and supervision of relevant personnel 

D. Related Policies
 Information Security Policy

 Use of Communications Systems: Introduction and General Policy

 Using Electronic Communications – Email, IM, Chat Rooms and Other 
Messaging Systems 

 Communicating with the Media and External Speaking Engagements

 Equal Opportunity and Non-Harassment

 Confidentiality of Firm Information (on the HRWW Website/Policies and 
Forms tab/Conduct)

 HRWW policy on “Employment Verification” (on the HRWW Website/Policies 
and Forms tab/Career and Performance)

Revision History
 November 4, 2016 (current; updates to Sections B.1 and B.2 to bring in line 

with current policies, added Corporate Communications regional distribution 
lists, updated information in Section C specifying who needs to approve if 
business areas wish to create an official firm presence on External Sites)

 July 16, 2013 (correction of Related Policies headline label from A to D; no 
further review)

 June 17, 2013 (update to Section B.4, Interacting with the Firm’s Online 
Posts)

 February 14, 2013  (rewrite; replaces “Blogging: Chat Rooms, Blogs, Wikis, 
and Other Public Communications Systems”; includes External Sites only)

 October 13, 2008

 June 7, 2007 (External Chat Rooms, Blogs, Wikis, and Other Public 
Communications Systems)

http://cppdocs.ny.fw.gs.com/servlet/PolicyDirectory/goTo?PolicyName=global_infosec_policy
http://cppdocs.ny.fw.gs.com/servlet/PolicyDirectory/goTo?PolicyName=Comp_Using_Firm_Communications_Systems
http://pls.web.gs.com/pls/document?PolicyName=E-mail_and_Other_Messaging_Systems
http://pls.web.gs.com/pls/document?PolicyName=E-mail_and_Other_Messaging_Systems
http://pls.web.gs.com/pls/document?PolicyName=22_communications_with_the_press
http://pls.web.gs.com/pls/document?PolicyName=43_eeo_non-harassment
https://heplb06.hrbpo.hewitt.com/portal/hrww/base/foundation/CommonFrame.jsp?Client=goldmansachs&fType=policyFrame&file=../policies/POL_ConfOfFirmInfo.jsphttps://heplb06.hrbpo.hewitt.com/portal/hrww/base/foundation/CommonFrame.jsp?Client=goldmansachs&fType=policyFrame&file=../policies/POL_ConfOfFirmInfo.jsp

